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ABTOyCTaHOBKa cucteM Ha 6a3e Linux no cetn (RHEL-Based n Deb-based)

P7P70700727070°07 7 0707070700707
CentOS

MoHapobunocb MHe Ha paboTe peann3oBaTb aBTOMATUYECKY YCTaHOBKY CEPBEPOB, YMCTbIX, 6e3
pononHuTenbHoro MO, Ha 6a3e OC Ubuntu, CentOS u Debian, ogHako MHMbI MO 3TOMY AOBOJIbHO
Mano. Eule ogHa cTaTbs He NoMellaeT.

P70P000707°707

HacTpaunsaTb PXE cepBep bynem Ha 6a3e Ubuntu 20.04.
Ons ycTaHOBKM noTpebyloTcs cneayowmne nakeTol:

DHCP cepBep (isc-dhcp-server), 4Tobbl cKazaTb 6BMoCy, 4TO rpy3nTb MO CETU U BblOaTb
agpec

TFTP (tftp-hpa) cepsep, 4T06bLI NOAATL BMOCY hannbl 3arpy3ymka

PXELinux (pxelinux) - PXE 3arpy34uk OC (annbl no nyTtu /usr/lib/PXELINUX)

e Nginx (nnwn Apache), 4Tobbl NnogaBaTb hansbl agpa, CACTEMbI, PENO3UTOPUN U T.4.

B cnyyae ¢ CentOS/Ubuntu Heobxoanmo Tak)xe npuMoHTUpoBaTh ISO 0bpas B nanky (NycTb 6byneTr
/srv/tftp/iso), oTkyaa 6yneT rpy3untbca OCb. B cnyyae ¢ gebnaHom Hafo pacnakoBaTb netboot
yCTaHOBLUMK B Nanky.

Y Hac K cepBepy nogkatovaeTcs 2 IMHKa - OAUH C BbIXOAOM B MHTepHeT n 6e3 DHCP, a BTopon gns
3arpysku no PXE n yctaHoske OC. BnpuHUKMMEe MOXKHO aganTupoBaTb U Nog ApYyryto
KOH(UIrypaumio.

P7070070°07°?7°707°7?7?°7? DHCP

YKa3biBaeM NMyTb 00 hainna 3arpysyvynka, ykasbiBaeM MoAceTh, U3 KOTOPOW Haao BbigaBaTh IP
afpeca:

$ cat /etc/dhcp/dhcpd.conf
allow bootp;

allow booting;



max-lease-time 1200;
default-lease-time 900;

log-facility local7;

option ip-forwarding false;

option mask-supplier false;
subnet 10.0.1.0 netmask 255.255.255.0 {

option routers 10.0.1.30;

option domain-name-servers 127.0.0.1;
range 10.0.1.20 10.0.1.26;
next-server 10.0.1.1;

filename "pxelinux.0";

P0P000707?070707?7?°? TFTP

YKa3biBaeM nyTb 40 nanku TFTP:

$ cat /etc/default/tftpd-hpa
# /etc/default/tftpd-hpa

TFTP_USERNAME="tftp"
TFTP_DIRECTORY="/srv/tftp"
TFTP_ADDRESS=":69"
TFTP_OPTIONS="--secure"

P?°?0?7°?7?7?7?7?7?7?7? Nginx

Hapo, 4Tobbl oOH oToaBan annmkum no IP agpecy PXE cepsepa, co3gaemM KoHUr:

$ cat /etc/nginx/sites-enabled/default
server {
Olisten 80 default server;

Olisten [::]1:80 default server;



droot /srv/tftp;
(Jindex index.html;
(server name _;

Olocation / {

autoindex on;

try files $uri $uri/ =404;
0}

sl dddddd

Konupyem hann 3arpys4duka no nytu /usr/lib/PXELINUX/pxelinux.0 B /srv/tftp. Co3gaemM KOHpUT
0nsa 3arpys4duka no nytun /srv/tftp/pxelinux.cfg/default. Mo)xHO Tak>xe co3gasaTb hanbl gns
KoHKpeTHoro MAC agpeca ( /srv/tftp/pxelinux.cfg/01-88-99-aa-bb-cc-dd ). KoHdur:

$ cat pxelinux.cfg/default
timeout=1

default 1

LABEL 1
kernel http://10.0.1.1/Cent0S-7/images/pxeboot/vmlinuz
initrd http://10.0.1.1/Cent0S-7/images/pxeboot/initrd.img
append ip=::::server::dhcp inst.ks=http://10.0.1.1/centos.cfg
inst.repo=http://10.0.1.1/iso ---

Foe inst.ks - nyTb Ao Kickstart kKoHtura, a inst.repo - NyTb A0 peno3uTopus
(npumoHTMpPOBaHHOro obpasa).

?7?7?7?7?7?7 CentOS 7/8

Ha nene camas npoctas n gpyxentwbHaa B asTogennoe OCb. HeobxoanMMo NpUMOHTUPOBATDL B
/srv/tftp/iso nonHbin DVD obpa3 ycTaHoBLlWMKa 1 co3aaTtb Kickstart pann /srv/tftp/centos.cfg.
Kickstart:



$ cat centos.cfg

#version=Centos7

auth --enableshadow --passalgo=sha512
install

reboot --eject

eula --agreed

url --url="http://10.0.1.1/iso"

# Use graphical install
#graphical
# Use text mode install

text

keyboard --vckeymap=us --xlayouts='ru','us' --switch='grp:alt shift toggle'
lang en US.UTF-8 --addsupport=ru RU.UTF-8
timezone Europe/Moscow --isUtc --ntpservers=ntp2.stratum2.ru,ntp5.stratum2.ru

firstboot --disable

# BHewHun mup

network --bootproto=static --device=00:11:22:33:44:55 --gateway=192.168.100.1 --
ip=192.168.100.252 --nameserver=8.8.8.8 --netmask=255.255.255.0 --activate

# WnTepdenc PXE

network --bootproto=dhcp --device=55:66:77:88:99:00 --ipv6=auto --activate

network --hostname=coolserver

# Users

#dedic

rootpw --iscrypted PASSWORD

sshkey --username=root "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQC3b...... "

### Partitioning
# System bootloader configuration

bootloader --append=" crashkernel=auto" --location=mbr --boot-drive=sda

ignoredisk --only-use=sda,sdb
clearpart --all
part raid.sdal --size 512 --asprimary --ondrive=sda

part raid.sdbl --size 512 --asprimary --ondrive=sdb



part raid.sda2 --size 10240 --grow --ondrive=sda

part raid.sdb2 --size 10240 --grow --ondrive=sdb
raid /boot --fstype ext4 --device md0® --level=RAID1 raid.sdal raid.sdbl
raid / --fstype ext4d --device mdl --level=RAID1 raid.sda2 raid.sdb2

### Packages

%packages
@ minimal
@core

%end

%saddon com_redhat kdump --disable --reserve-mb='auto'

%end

%sanaconda

pwpolicy root --minlen=6 --minquality=1 --notstrict --nochanges --notempty
pwpolicy user --minlen=6 --minquality=1 --notstrict --nochanges --emptyok
pwpolicy luks --minlen=6 --minquality=1 --notstrict --nochanges --notempty

%end

ObpaTnTb BHUMaHME clefyeT Ha HAaCTPONKY CeTU N PeKBU3NTLI. byaeT co3aaHo 2 pa3saena: /boot
Ha 512 M6 1 / Ha BCe oCcTaBLUeecs MecTo. Tak)XXe MOXXHO 000aBUTb B KOHLLE AOMOJIHUTESIbHbIE

KOMaHObl B pa3nesn %spost , Hanpunmep:

%spost
/usr/bin/sed -i "s%#Port 22%Port 43389%g" "/etc/ssh/sshd config"

/usr/bin/sed -i "s%#PermitRootLogin yes%PermitRootLogin no%g" "/etc/ssh/sshd config"

%end

Maposib MOXKHO CrepepupoBaTb Takum obpa3oM: python -c 'import crypt,getpass;
print(crypt.crypt(getpass.getpass(), crypt.mksalt(crypt.METHOD SHA512)))"

27077777

ACHTUNG! ACHTUNG! lNMpwn 3arpyske yCTaHOBLMK He ByaeT crpallvBaTb OOMOJHUTESNIbHOE
noATBEPXAEeHMe, ANCKN Cpa3y Xe 3aTpyTcH.

pxeboot



SRC

http://www.bog.pp.ru/work/kickstart.html
https://www.golinuxhub.com/2018/05/sample-kickstart-partition-example-raid/
https://access.redhat.com/documentation/en-
us/red_hat_enterprise_linux/7/html/installation_guide/sect-kickstart-howto
https://docs.centos.org/en-US/centos/install-guide/Kickstart2/



ABTOyCTaHOBKa cucteM Ha 6a3e Linux no cetn (RHEL-Based n Deb-based)

NTak, npopomxkum, Tenepb byaem ctaButb Debian. Hapgo pacnakoBaTb apxums ¢ netboot
3arpy34mKoM 1 MoANpaBuUTb KOHMUI 3arpy34vmnka. Nginx TyT no CyTu He Hy>XeH, nbo Bca cuctema
ymewaeTcs B initrd n rpysmntca no PXE:

01:51:38 konflicker@pxe-installer:/srv/tftp
$ s -1 iso/

debian-installer

1dlinux.c32

netboot.tar.gz

pxelinux.0

pxelinux.cfg

version.info

P07007007?7° ?07?

B nanky /iso (OTHOCUTENBLHO paHee HAaCTPOEHHOro /srv/tftp ) 3arpy>xaem obpa3 netboot no
ccbinke: https://mirror.yandex.ru/debian/dists/bullseye/main/installer-
amd64/current/images/netboot/netboot.tar.gz n pacnakosbiBaeM B 3Ty Xe Narky.

e ddddddd s ddddddds

YKa3biBaeM nyTb A0 preseed danna, HaCTpouM BTOpYto ceTeByxy rno DHCP:

label 3
kernel iso/debian-installer/amd64/1linux
append auto=true vga=788 initrd=iso/debian-installer/amd64/initrd.gz --- quiet

url=http://10.0.1.1/preseed.cfg net.ifnames=0 biosdevname=0 interface=ethl priority=critical

2707?77?77 preseed

®dann noMecTum B /preseed.cfg .



TyT y>Xe He BCe TaK 4Y1uCTOo. He nony4ymnTca noarotoBuTb pann 6e3 KocTbinen. Hostname He
3aJaeTcs vyepes preseed ann n3 Kopobku, HO ecnm ycTpamBaeT CTaHAapTHbIN "debian", To
MO>XHO OCTaBUTb €ro.

HacTpouTb OTOENbHO 2 CETEBYXM TOXKE He BbIMAET, Hado nosiydaTb Ha BTopown IP no DHCP, a
nepByto KOHOUrypmpoBaTb Yepe3 NpocTble KoMaHabl. CTaBUTbLCA cucTeMa byneT C 3epkan
AHOEKCa, HO MPU XKelaHUN MOXKHO CKavaTb cebe peno3ntopuin gebmnaHa n ykasaTb €ro B
mirror/http/hostname .

CooTBeTCcTBEHHO B late_command ™Mbl onuwem BCe 3T KOMaHAbl MO HACTPOMKE XOCTHENMa 1 CeTu
(TyT npurogunncsa 6bl pastebin, Ho y meHs ero HeT).

$ cat preseed.cfg

# preseed V1

d-i debian-installer/locale string en_US

d-i localechooser/supported-locales multiselect en US.UTF-8, ru RU.UTF-8
d-i keyboard-configuration/xkb-keymap select us

d-i clock-setup/utc boolean true

d-i time/zone string Europe/Moscow

d-i clock-setup/ntp boolean true

### Network

d-i netcfg/choose interface select ethl

d-i preseed/early command string ip a add 192.168.100.209/24 dev ethO® ; ip 1 set up dev ethO ;
echo 'nameserver 8.8.8.8' > /etc/resolv.conf ; ip r del default ; ip r add default via
192.168.100.1 dev ethO

d-i netcfg/hostname string server

# If non-free firmware is needed for the network or other hardware, you can
# configure the installer to always try to load it, without prompting. Or
# change to false to disable asking.

#d-1 hw-detect/load firmware boolean true

### Mirror settings

d-i mirror/country string manual

d-i mirror/http/hostname string mirror.yandex.ru
d-i mirror/http/directory string /debian

d-i mirror/http/proxy string

### User settings

d-i passwd/root-login boolean true



d-i passwd/root-password-crypted password ....

d-i passwd/make-user boolean false

### Partitioning

d-i partman-auto/disk string /dev/sda /dev/sdb
d-i partman-auto/method string raid

d-i partman-auto-raid/recipe string 1 2 0 ext4 / /dev/sdal#/dev/sdbl .

d-i partman-auto/expert recipe string multiraid :: 20000 20000 -1 raid $lvmignore{ } bootable{
} $primary{ } method{ raid } . 20000 20000 -1 ext4 $defaultignore{ } lvmok{ } method{ format }

format{ } use filesystem{ }.

d-i partman-swapfile/percentage string 0

d-i partman-auto-lvm/guided size string max

d-i partman-basicmethods/method only boolean false
d-i partman-basicfilesystems/no _swap boolean false
d-i mdadm/boot degraded boolean true

d-i partman-md/confirm boolean true

d-i partman-md/confirm nooverwrite boolean true
d-i partman-md/device remove md boolean true

d-i partman/confirm write new label boolean true
d-i partman/confirm _nooverwrite boolean true

d-i partman/confirm boolean true

d-i partman-lvm/device remove lvm boolean true

d-i partman-auto-lvm/new vg name string vg

d-i partman-partitioning/confirm write new label boolean true

d-i partman/choose partition select finish

### Packages
tasksel tasksel/first string standard
d-i pkgsel/upgrade select safe-upgrade

d-i pkgsel/include string openssh-server initramfs-tools curl wget

### Post-config installed system

d-i preseed/late command string in-target bash -c \

'echo "auto eth0" >> /etc/network/interfaces; \

echo "iface eth® inet static" >> /etc/network/interfaces ; \
echo " address 192.168.100.99" >> /etc/network/interfaces ; \
echo " netmask 255.255.255.0" >> /etc/network/interfaces ; \



echo " gateway 192.168.100.1" >> /etc/network/interfaces ; \

mkdir -p /root/.ssh ; \

echo ssh-rsa "AAAAB..." > /root/.ssh/authorized keys ; \

sed -i "s/#PermitRootLogin prohibit-password/PermitRootLogin yes/" /etc/ssh/sshd config ; \
echo "server" > /etc/hostname ; \

sed -i "s/debian/server/" /etc/hosts ; \

sed -1 '/ethl/d' /etc/network/interfaces ; \

echo "nameserver 8.8.8.8" > /etc/resolv.conf';

### Etc

d-i save-logs/menu select

d-i save-logs/directory string /target/var/log
d-i grub-installer/only debian boolean true
d-i grub-installer/with other os boolean false
d-i grub-installer/bootdev string default

d-i finish-install/reboot in progress note

byneTt co3naH oavH to3ep root ¢ aBTopm3aumen no naposto yepes SSH n bynet nobasneH SSH
KoY. Mpur >XenaHnm ans CEKYPHOCTU MOXKHO CO3[aTh HE MPUBUNErMPOBAHHOIO 03epa 1
3anpeTnTb aBTOPMU3aLIMIO NOL PYyTOM.

7070007070700

Bbl BOCXUTUTENbHbI!

debian

SRC:

OcHoBHaga cTaTb4: https://www.howtoforge.com/tutorial/install-debian-9-stretch-via-pxe-network-
boot-server/

e https://forums.debian.net/viewtopic.php?t=54242
https://www.debian.org/releases/stable/example-preseed.txt
https://debian-handbook.info/browse/stable/sect.automated-installation.html
https://wiki.debian.org/Debianinstaller/Preseed#Autoloading_the_preseeding_file_from_a_
webserver_via_DHCP

https://wiki.debian.org/Automatedinstallation
https://gist.github.com/annttu/a5b9a57bf03bfc1361ea806falbdd1l16
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Tenepb NPULLIO BPEMS CaMOro CJI0XXHOro - ycTaHoBka Ubuntu 4epes cloud-init. YuTaTb 3T0
KOHEYHO Nerko, Ho pa3obpaTbcsa ObIsI0 HENPOCTO.

P70P0070707?07°7°

[Ons aBTOyCTaHOBKM NoHanobutca 2 harna - meta-data U user-data . Bce 4encTBo mponcxoauT B
user-data, @ B meta-data YKa3blBalOTCA MeTaaHHble YCTaHOBLLMKA, HO OHU HaM He MPUroaaTcs,
Tak KaK Mbl He B o6nake. TONIbKO CNyCTA J0JIrMe My4eHnsa NoHsA, 4TO HY>KHO CyLleCcTBOBaHMe
oboux hannoB, faxke y4nTbiBas, 4TO y Hac He obnako.

B meta-data 3anmMcbiBaem cliefyloLlyto CTPOKY:

instance-id: test

P70P070707070707072 27070707070707?7

B /iso MoHTupyem obpa3 1 yKasblBaeM A0 Hero nyThb (url=), yKa3blBaeM NyTb 40 Nanku (s=) C
cloud-init ckpnntamm (meta-data/user-data)

label 6
menu label ~Install Ubuntu
kernel http://10.0.1.1/iso/casper/vmlinuz
initrd http://10.0.1.1/iso/casper/initrd
append url=http://10.0.1.1/ubuntu-21.10-1ive-server-amd64.iso autoinstall ds=nocloud-

net.ifnames=0 biosdevname=0 ---



PP 27070707070°0°07°070707°7°07°
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$ cat user-data
#cloud-config
autoinstall:
apt:
geoip: true
preserve_sources list: false
primary:
- arches: [amd64, i386]
uri: http://archive.ubuntu.com/ubuntu
identity: {hostname: server, password: CRYPTED PASS,
realname: ubuntu, username: ubuntu}
keyboard: {layout: us, toggle: null, variant: ''}
locale: en US.UTF-8
network:
ethernets:
ethO:
critical: true
addresses: [192.168.100.99/24]
gateway4: 192.168.100.1
nameservers:
addresses: [8.8.8.8]
ethl: {dhcp-identifier: mac, dhcp4: false}
version: 2
ssh:
allow-pw: true
authorized-keys:
- ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQC3b.....
install-server: true
storage:
config:
- {ptable: gpt, path: /dev/sda, wipe: superblock-recursive,
preserve: false, name: '', grub device: true, type: disk, id: disk-sda}
- {ptable: gpt, path: /dev/sdb, wipe: superblock-recursive,

preserve: false, name: '', grub device: false, type: disk, id: disk-sdb}



- {device: disk-sda, size: 1048576, flag: bios grub, number: 1, preserve: false,
grub device: false, type: partition, id: partition-sda-0}
- {device: disk-sdb, size: 1048576, flag: bios grub, number: 1, preserve: false,

grub device: false, type: partition, id: partition-sdb-0}

- {device: disk-sda, size: 536870912, wipe: superblock, flag: '', number: 2, preserve:
false,
grub _device: false, type: partition, id: partition-sda-1}
- {fstype: ext4, volume: partition-sda-1, preserve: false, type: format, id: format-sda-0}
- {device: disk-sdb, size: 536870912, wipe: superblock, flag: '', number: 2, preserve:
false,

grub_device: false, type: partition, id: partition-sdb-1}

{fstype: ext4, volume: partition-sdb-1, preserve: false, type: format, id: format-sdb-0}

- {device: disk-sda, size: -1, wipe: superblock, flag: '', number: 3,
preserve: false, grub device: false, type: partition, id: partition-sda-2}
- {device: disk-sdb, size: -1, wipe: superblock, flag: '', number: 3,

preserve: false, grub device: false, type: partition, id: partition-sdb-2}

- name: mdO
raidlevel: raidl
devices: [partition-sda-2, partition-sdb-2]
spare_devices: []
preserve: false
wipe: superblock-recursive
ptable: gpt
type: raid
id: raid-0
- {device: raid-0, size: -1, wipe: superblock, flag: '', number: 1, preserve: false,

grub _device: false, type: partition, id: partition-root-md}

{fstype: ext4, volume: partition-root-md, preserve: false, type: format, id: format-1}

- {path: /, device: format-1, type: mount, id: mount-1}
- {path: /boot, device: format-sda-0, type: mount, id: mount-0}

version: 1
late-commands:
- echo 'ubuntu ALL=(ALL) NOPASSWD:ALL' > /target/etc/sudoers.d/ubuntu
- sed -ie 's/GRUB_CMDLINE LINUX=.*/GRUB CMDLINE LINUX="net.ifnames=0 ipv6.disable=1



biosdevname=0"/' /target/etc/default/grub

- curtin in-target --target /target update-grub2

PasmeTKa Oo/mKHa ObITb UMeHHO TakoW. T.e. 4Tobbl RAID root 6bin1 co3aaH Kak 2 oTAEeNbHbIX
oTaena, T.e. sda2 n sdb2. Ecnun /dev/sda n /dev/sdb ncnonb3zoBaTb Kak RAID ycTponcTtea, To
yCTaHOBKa He nponaeT. Ecam Ha ogHOM aucke co3naThk /boot v penpg w3 pasgena n gucka, To
paboTaTb He BynerT.

Additional

Jlorn nexxaTt no nyTn /var/log/installer Y CKpuMTa aBTOYCTaHOBKU €CTb MHTEpecHas onuusa
phone home - 3anpoc no URL No OKOHYaHMIO yCTaHOBKU. MOXHO caenaTb CBOEOOpPa3HbIN XYK.
Takxe cloud-init ymeeT B chef/puppet.

SRC

Autoinstall - https://ubuntu.com/server/docs/install/autoinstall

PXE Boot - https://www.golinuxcloud.com/pxe-boot-server-cloud-init-ubuntu-20-04/#Step-
4 Configure_PXE_Boot_Server



